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1 Introduction

The purpose of the document is to provide guidance on the Download and Execute
(DnX) feature, usage of this feature and how it gets enabled using Intel® CSME
components as well as Intel® Platform Flash Tool (PFT).

1.1 Terminology
Table 1: Terminology

Acronym or Term Definition
Intel® CSME Intel® Converged Security Management Engine
DnX Download and Execute
Intel® FIT Intel® Flash Image Tool
FW Firmware
Intel® PFT Intel® Platform Flash Tool
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Download and Execute (DnX)

2.1

Introduction

DnX is Intel’s proprietary solution to download FW module to a target machine from a
host machine by means of USB cable and execute it. DnX flows are executed over fixed
USB 2.0 port. On SPI platforms, this capability allows to access boot media for IFWI
write as well as signed Token injection for debug unlock after the platform have
completed manufacturing.

Intel® ME

S

There are many advantages in using DnX, one of which is the capability to flash IFWI
without opening the chassis to physically reach the flash device. This is especially
important in the manufacturing line once the chassis is closed, in debug labs and in post
manufacturing scenarios. Other methods such as FWUpdate and Capsule flow can be
used on subsequent upgrades/downgrades if the platform can boot to an operating
system. DnX is a capability in Intel® CSME ROM, where during the boot ROM can
configure the USB port #0 on the PCH to connect to a remote computer to download
DnX module which is signed by Intel. This module initiates rest of the Intel® CSME and
sets up an environment to accept IFWI binary or secure token from a remote computer.
The flow is explained below:
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Flashing IFWI into NVM
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DnX Module
Module pub key

Token pub key
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2.2

Use Cases

[ Remote Host \

DnX Module
Module pub key

-

Token
Token pub key

v

Legend
b
Module ="

Below use-cases are supported on Intel® CSME 15.0.

User trigger (strap or BIOS)
No boot image (recognized by Intel®
CSE ROM)
Corrupted image (recognized by Intel®
CSE ROM)
USB stack in CSE ROM enumerates USB
and establishes USB communication with
the host
DnX stack in CSE ROM establishes
connection with the recovery app via USB
(using APIs provided by USB stack)

' SRAM from the host and authenticates it

o USB bus driver 5.

DnX module authenticates and downloads

new image to target flash device

User has to prepare

Remote Host machine connected to the USB
connector on port 0 of the platform

DnX App
DnX Module

OEM secure token generated and signed with
Token Tool (for debugging the platform)

Flow:

1. ROM loads DnX Module

2. ROM authenticates DnX Module
3. DnX Module loads Secure Token

4. DnX Module writes the Token into data
partition on flash

Scenario

Use Case

Manufacturing and refurbishing

e Full IFWL.bin programming into SPI

boot media

e Read content of SPI boot media

Debug

e Write/Read/Erase signed debug
tokens into the platform
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2.3 Triggers
Following methods can be used to trigger DnX on the platform
Method Detail
Pin Strap TGL and RKL signal name:

GPPC_E_22 which has 2 functions:
e DDPA_CTRLCLK
e DNX_FORCE_RELOAD

It can be used to initiate DnX trigger: '0":
No DnX; '1": Enter DnX mode. Sampled by
CSME ROM at Global Reset exit.

To trigger DnX, should do Global Reset
and assert the GPIO pin. Then the ROM
will sample the GPIO pin and boot in DnX
Mode.

The pin can be used later, in normal boot,
for another function: DDPA_CTRLCLK.

Intel® CSME or BIOS Error Handling Flow | If Intel® CSME or BIOS reach a critical
error which prevent platform from
booting, it can be programmed to enter
DnX flow. (e.g Failure to authenticate
BIOS signature, CSME detect FW
corruption, etc.)

Empty Flash Device When CSME ROM detects an empty flash
device on the platform, it will enter DnX
mode

BIOS HECI Call BIOS can make a HECI call to Intel® CSME

during boot to enter DnX after the reset
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2.5

DnX flow
1. DNX Trigger:

a. ROM Detect empty Flash
b. Corrupted Flash
c. User Trigger via BIOS or Strap
2. ROM enumerates USB and establish USB Comm. with the Host
3. ROM DNX Logic establishes connection with the recovery app via USB

4. ROM DNX logic downloads DNX module from recovery app to SRAM and
authenticates it

5. DNX Module performs DnX operation requested by user

Tools

Following tools are applicable for DnX:

e Intel® PFT (Platform Flash Tool) — Intel implementation of DnX tool running on
remote host computer. DnX module, config.xml and IFWI.bin are inserted to the
target machine via this tool. Will be included in the Intel® CSME kit.

e DnX Module - binary file signed by Intel. This file has Intel® CSME 15.0 the DnX
logic Intel® CSME ROM will run. Will be included in the Intel® CSME 15.0 kit.

e Intel® FIT — can be used to create DnX based IFWI image. For more detail on
how to create IFWI image for DnX, please refer to Intel® Bring up Guide in the
Intel® CSME 15.0 kit.

e Intel® FPT - can be used to configure DnX fuse and close manufacturing on the
platform. Will be included in the Intel® CSME 15.0 kit.
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3

High-Level Setup Detail for DnX

3.1

10

Setup Requirements

In order to complete DnX flow, the following setup is required

DnX Test Setup

Target Device Management Console
Enters DnX mode = Platform Flash Tool (PFT)
based on trigger * DnX module

IFWI image

&

Requirements:

Requirement Usage

Management Console / Remote Host A host that can be used to execute the DnX
flows

H/W Connection USB cable connection between the Remote Host

to the system under test

Intel® Platform Flash Tool (PFT) Tool supporting DnX flows running on the
Remote Host

DnX module binary Provided in the Intel® CSME FW kit. This binary
is provided as an input to the Intel® PFT.

DnX based IFWI image IFWI image to be flashed on the target system
(Can be created by Intel® FIT tool provided in
the Intel® CSME)
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Requirement Usage

OEM signed secure token Token binary to be flashed on the target system
(Can be created by Intel® PFT tool provided in
the Intel® CSME)
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4 Opening DnX capabilities post EOM

Table below lists all DnX capabilities and how they are affected by OEM:

Operation SOC_ConfigLock | SOC_Config Can be re-
is not set Lock is set | enabled through

DnX token
START-OVER Allowed Allowed N/A
ID Device (PING) Allowed Allowed N/A
Download Recovery Module Allowed Allowed N/A
Download OEM Key Manifest Allowed Allowed N/A
Get NV Store Info Allowed Prohibited Yes
Provision FW Image Allowed Prohibited Yes
Set Capabilities Allowed Allowed N/A
Get Token Part ID Allowed Allowed N/A
Read Token Allowed Allowed N/A
Write Token Allowed Allowed N/A
Erase Token Allowed Allowed N/A
Read Boot Media Content Allowed Prohibited Yes

Note: After image has been provisioned, the flash layout is unknown until the NVM
device initialization is performed. Therefore, until a global reset occurs, operations that
require knowledge of the layout (read/write/erase token) will return an error:
0x80000058 (ENVM_REQUIRES_REINIT).

Some capabilities, like secure token handling operations, are always available. While
other DnX capabilities, allowing access the boot media, are prohibited once platform
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goes through EOM (End of Manufacturing). In order to enable them, OEM authorization
is required.

This authorization is provided by generating an OEM secure token with “DnX
capabilities” knob enabled. Value set in this knob will specify which of the DnX
capabilities will be allowed for the specific session where token is valid.

Flow to open prohibited post EOM DnX capabilities:

1. Use PFT to generate new OEM secure token with active “DnX Capabilities”
knob. Set value of this knob according to the desired DnX capability (see Figure
4.1 and 4.2 for example). To see more details on how to generate a token refer
to “Secure Tokens Guide”

2. Sign OEM secure token. To see more details on how to sign a token refer to
“Signing and Manifesting Guide”.

3. Prepare signed OEM KM containing:

a. Public key hash of private key used for signing OEM secure token
b. Public key hash of private key used for signing DnX Image (if IFIW
flashing will be done)

4. Use PFT to run DnX command to download OEM KM to the SRAM (need to
provide OEM KM and DnX Module as input). See command example in “Open
DnX capabilities post EOM” section below.

5. Use PFT to run DnX command to set capabilities defined in OEM secure token
(need to provide OEM secure token and DnX Module as input). See command
example in “Open DnX capabilities post EOM” section below.

Example of how to enable DnX capabilities knob inside OEM secure token using PFT
GUL:
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[ Intel® Platform Flash Tool - o X
OEM Unlock Token [E3 | [+] New | Open |
Manifest Extension: Save | Save As |

Flags: 12 Edit fiags. . Device selection
Expiration (seconds): |0sec. 3: | Ll

Type: 21 Generate & Sign

Flash editor

Select Permissions by dicking on 'Certificate’
Baxiadiud Eg 0 Eifitery, foom 5 o ol (B2 () o7 (i
Part Tox token:
Add Part ID SPID-KeyID: ‘
x| | I Activate Anti-Cloning

Provision

PartD: |

Monce:  [00000000 [Hexa =] Write / Read | Erase

Time base: (00000000 [hexa =] Write a token to the device:
Payload:

Erase or Read a token from the device:

Knobs: Tokento: [ g

OFMUnlock | Bootgaurd | OEMBiosdebug  DnX Capabilities

¥ Advated [ Read | %, Erase |
" More...
ID: [s0ze0101
Value (in Hex): 00000000 Edit.
[ Select the bits for Dnx Capabilities Token F ? b4
it Selection
[¥ Bit 0 - EnableGethvmProperties ¥ Bit 1 -EnableN ion ¥ Bit 2 - EnableC jon I Bit3 ntent | Bit4 i ntent

Figure 4.1

Example of how to enable DnX capabilities knob inside OEM secure token using xml
inside PFT installation folder (oem_unlock_token_template_project.xml):

<?xml version="1.0" encoding="UTF-8"2>

I<tokens version="1" format="1" view_filter="simple">

] <token name="OEM Unlock Token" platform="Lakefield" token
<!--Set the desired expiration time for token to be valid-->

] <manifest_extension type="21" length="0" version="1" number_ ids="1" payload_version="1" flags="0" expiration_seconds="3600" manufacturing_lot="0">
<!-- Enter part_id, nonce and time_base of your device-->
<part_id nonce="00000000" part_id="0x" time_base="00000000"/>

- </manifest_extension>

1 <payload nb_knobs="4">

<knob = Unlock" id= data=' 1" activated="1"/>

<knob name=! id= " data=" activated="1"/>

<knob name="OEM Bios debug" id="0x80860051" data="0x00000001" activated="1"/>
1 <!--"activated" points to which knob is activated>

<"data" depends on the list below. The data is in hex>
<Bitmap options:>

<EnableGetNvmProperties - bit 0>
<EnableNvmConfiguration - bit 1>
<EnableClearPlatformConfiguration - bit 2>
<EnableWritingNvmContent - bit 3>
- <EnableReadingNvmContent - bit 4-—>
<knob name="DnX Capabilities" id= 101" data="0: 1£" activated="1"/>
- </payload
- </token>
-</tokens>

Figure 4.2
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In this example data="0x0000001f” means that bits[4..0] = ‘Ob11111’, hence all DnX
capabilities are open for the DnX session where above token is valid.

Note: DnX capabilities that appear under bit[1] and bit[2] in DnX knob are relevant for
block boot media only, hence are not supported for SPI boot media and can be ignored.

Note: In order to provide debug support for OEM platforms post EOM, Intel has the
capability to open DnX for specific platform.
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Intel® Platform Flash Tool (PFT) Overview

5.1

5.2

16

Intel® Platform Flash Tool supports GUI (Graphic User Interface) as well as CLI
(Command Line Interface) and runs on the Remote Host.

This tool supports DnX flows and consumes DnX related input files like: DnX module,
secure token file to be flashed on the target system.

Please install this tool on Host system before executing DnX flows.

Installation Details

PFT tool is available within Intel® CSME FW Kit->Tools->DnX Tools. Run the installation
package. Setup wizard will start. Click “Next” to complete the installation.

This installation process installs Tools as well as necessary USB drivers along with it as
well.

[ Setup - Intel(R) Platform Flash Tool = =

Welcome to the Intel(R) Platform
Flash Tool Setup Wizard

This will install Intel(R) Platform Flash Tool version 5.3.99.28
on your computer,

It is recommended that you dose all other applications before
continuing.

Clidk Next to continue, or Cancel to exit Setup.

Usage

Once PFT tool is installed on the Remote Host:

e Make sure the target system is connected to the Remote Host using USB cable.

e Make sure all input files required for DnX operation (e.g. DnX module, token)
are available on the Remote Host.

e Make sure the target system is in DnX mode.
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5.2.1

5.2.1.1

5.2.1.1.1

5.2.1.1.2

PFT Command Line Tools for DnX
DnX Firmware Downloader

This command line tool provides means to interact with Intel® CSME firmware and
perform different DnX operations.

This tool supports serial number argument, however does not provide USB port hence
less convenient for setups with multiple targets connected to one remote host at the
same time.

Note: target machine must already be in DnX mode when running DnX operations (e.g
jumper, virgin storage)

DnX Firmware Downloader

Usage:

dnxFwDownloader --command <command> <command-options>

Help Menu

dnxFwDownloader.exe --help command lists available options/commands supported
with this embedded tool.

Get storage device general info

In order to get storage related information such as OEM PLAT ID (from IFPs), Platform
Unique ID, DnX Trigger, Image Error Values, ‘iddevice’ command shall be used.

Sample:

dnxFwDownloader.exe --command iddevice

Get device detailed info

In order to get storage related information such as number of SPI components and
capacity of each, ‘getcardinfo’ command shall be used.

Sample:

Intel Confidential 17
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5.2.1.1.3

5.2.1.1.4

18

dnxFwDownloader.exe --command getcardinfo --fw_dnx DNXP_0x1.bin --device spi --idx
0

Where:
Option Description
--fw_dnx path to the DnX module binary
--device Boot device type (spi)
--idx device index[Optional]

Flash IFWI via DnX

In order to flash IFWI image, ‘downloadfwos’ command shall be used.
Sample:

dnxFwDownloader.exe --command downloadfwos --fw_dnx DNXP_0x1.bin --fw_image
IFWI.bin --flags 0

Where:
Option Description
--fw_dnx path to the DnX module binary
--fw_image path to the firmware image
_flags firmware.download command
flags[Optional]

Reset Target Platform

In order to reset the platform, ‘startover’ command shall be used.
Sample:
dnxFwdownloader.exe --command startover --flags 9

Where:

Option Description
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5.2.1.1.5

Firmware reset command flags.
In the command line appear in
decimal display.

Comprises of following info (in
binary):

Bit [1:0]: RESET_TYPE*

e (00: Reset DnX protocol
(no Intel® CSME /device
reset) by cancelling
currently active
command (if any) and
wait for the next
command

e 01: Global reset

e 10: Not supported

e 11: Not supported

--flags

Bit [3:2]: POST_RESET_STEPS

e 00: After reset, take
normal boot path
(including honoring the
DnX triggers etc.)

e 01: After reset, enter OS
DNX flow

e 10: After reset, ignore
optional DnX triggers
such as HW strap etc.
and perform a full host
boot

e 11:Reserved

Read Boot media

In order to read content from SPI, ‘readbootmedia’ command shall be used.
Sample:

dnxFwDownloader.exe --command readbootmedia --fw_dnx DNXP_0x1.bin —path
dump.bin --device spi --idx 0 --start 0 --blocks 4096

Where:

Intel Confidential 19
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Intel® Platform Flash Tool (PFT) Overview

Option Description
--fw_dnx path to the DnX module binary
—path path to output file to dump
the content
--device Boot device type (spi)
--idx device index[Optional]
address to start to read from
--start .
(in Bytes).
Number of blocks to read
where each block size:
1 block = 1kByte
--blocks

E.g. to read 32MB:

32768 blocks

32MB =32768kB (in binary) =

Returned data is in the ‘raw’ as read from the media and is not processed at all by DnX
module (i.e. no decryption etc. is performed, rather all data is returned as stored on the

media)

Make sure that output file location can be accessed for write, otherwise operation will

fail.

Read Token

In order to read token, ‘readtoken’ command shall be used.

Sample:

dnxFwDownloader.exe --command readtoken --fw_dnx DNXP_0x1.bin --path

read_token.bin --slot 0

Where:
Option Description
--fw_dnx path to the DnX module binary
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—path path to output file to dump
P the content of the token
—slot Slot Index of the token

5.2.1.1.7 Write Token

In order to write token, ‘writetoken’ command shall be used.

Sample:

ntel)

dnxFwDownloader.exe --command writetoken --fw_dnx DNXP_0x1.bin --token

token_to_write.bin --slot 0

Where:
Option Description
--fw_dnx path to the DnX module binary
--token path to the token
--slot Slot Index of the token

5.2.1.1.8 Erase Token

In order to erase token, ‘erasetoken’ command shall be used.

Sample:

dnxFwDownloader.exe --command erasetoken --fw_dnx DNXP_0x1.bin --slot O

Where:
Option Description
--fw_dnx path to the DnX module binary
--slot Slot Index of the token

5.2.1.1.9 Get Token Part ID

In order to get part ID specific to this token, ‘gettokenpid’ command shall be used.

Sample:

Intel Confidential
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dnxFwDownloader.exe --command gettokenpid --fw_dnx DNXP_0x1.bin --flags O

Where:

Option Description

--fw_dnx path to the DnX module binary
Slot number for anti-replay
protection of corresponding
token:

e 0:No AR protection
-flags needed. Nonce is

stored in the temp
storage in SRAM

e 1:Nonce generated is
stored in first Nonce

slot

Open DnX capabilities post EOM

In order to download OEM KM as part of the flow to open prohibited post EOM DnX
capabilities, ‘downloadoemkeymanifest’ command shall be used.

Sample:

dnxFwDownloader.exe --command downloadoemkeymanifest --key OEM_KM.bin --

fw_dnx DNXP_0x1.bin

Where:
Option Description
--fw_dnx path to the DnX module binary
Path to the OEM Key Manifest
--key .
binary

In order to set DnX capabilities enabled in OEM secure token as part of the flow to open
prohibited post EOM DnX capabilities, ‘setcapabilities’ command shall be used.

Sample:

dnxFwDownloader.exe --command setcapabilities --capabilities OEM_UnlockToken.tok

--fw_dnx DNXP_O0x1.bin
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Where:

Option Description

--fw_dnx path to the DnX module binary
Path to the OEM Secure Token with DnX
capabilities knob enabled and set to the
desired value:
DnX capabilities knob options:

o Bit 0 - EnableGetNvmProperties

--capabilities
Bit 1 — Not supported for SPI boot media
Bit 2 — Not supported for SPI boot media
Bit 3 - EnableWritingNvmContent
Bit 4 - EnableReadingNvmContent

5.2.2 Using GUI interface

S
e To launch GUl interface, click on the Desktop icon which launches GUI interface
or open it from Intel® PFT installation folder.

Platform Flash Tool

* O Mame

1% mingwm10.dll

2] moebile_signing_tool_config.xml

[55] MobileSigningClient.exe

%] neethi.dll

I:f’ networkdetails.json

2] oem_unlock_token_template_lakefield.xml
PFT_Security_User_Guide.pdf
Platform_Flash_Teol_Production_User_Guide.pdf
Platferm_Flash_Teol_User_Guide.pdf

|- platfermflashtocl.exe

e Go to the Security tab on the left.
e Toinject a token
o Generate and Sign a new token or brows for an existing token to write into
the device. For guidance on how to generate and sign secure token, see
“Secure Token Guide”
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5.2.2.1

5.2.2.1.1

24

o Select a device
o press button “Write” in “Write / Read / Erase” section of the GUI
e To Read or Erase a token
o Select a device
o press button “Read” / “Erase” in “Write / Read / Erase” section of the GUI

<] Intel® Platform Flash Tool 5.89.0

Selct Pomissons by b o Cxsicale”
Merchrtokts [0 g, then sk o0 o ek 12 930
part T oker:

setewnm

=@
PalD: bk S HRT
T P
Tovebasm: 0000037 e

OB ock | s vish coers de | crmosbg | e 5108 seassBent | 48 o

oeoun:

EMoQ R TS TN

Executing json file containing DnX commands
In order to execute json file with DnX commands:

Choose “Flash” tab on the left panel of PFT
Use “Browse” button to load desired json file

Choose *.json file which has set of attributes defined to perform DnX use cases.
Click on “Start Flash” Tab.

P nNPE

Note: User is expected to update this sample file with appropriate naming and path
details of DnX module and DNX IFWI binary.

Creating json file for flashing Intel® CSME IFWI thru DnX

In order to create json file supporting IFWI flash command via DnX from scratch, follow
those steps:

Open PFT GUI
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Choose “Flash editor” tab on the left panel of PFT
Click “Reset Default” button if the flash editor contains any data
Set “Initial board state” to “DNX FW”
Set “Predefined sequence” to “Flash FW with DnX FW Downloader” and click
“Add”
5. After clicking “Add”, a new Window will open:
a. Inthe “Firmware DnX” field, select the path to the DnX module. The
DnX module is part of the IFWI kit, provided by Intel (Usually named
“dnxp_0x1.bin")
b. Inthe “Firmware Image” field, select the path to the IFWI image you
would like to flash
c. SetReset flags according to desired type of reset (see “Reset Target
Platform” section of this document for reference)
6. Click “Ok” and then “Save file”
7. After saving the file, you can load it in later time to flash the image or, you can
click the “Start to flash” button to flash the image right away

PwnNpeE

Configuraton Load filg.., Rl Chear

Current configuration: | Default [0 command] [Defaclt] = | prisal board state: | DX FW - e Tk u Frena
-
Tool [ |
3 intel® Platform FL. 7 X
1 Frmware Dak ™ WAL\ 1450r DHP_Dud.bin | | Bromse
Fumware Image™:  MMC_HW_COMMIT_DH, bin | | Browse. ]

Dowrioad FW flags™ |0

1 Flatform Flash Tool initislized successfuly
+ Ready o fash!
: Ready bo flagh!
1 Ready fo flash!
INFQ ; Ready fo flagh!
: Ready ta flash!
: Ready fo flash!
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Reset flags 5
T o
l7_.l
Predefined saquences: | Flash W with Dni PW Dowrdoader - m t
)
Clstom fash fle [Defauit] [] om-temand fazh | Glar deviss
+ Uging THT AP1 buld: Monday Jdy DUt 2018, 30:92: 15 UTC
+ Toital sre of dowrdoaded flach fles: 0,00 bybes al
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Executing different DnX operations defined in one json file

It is possible to support number of DnX operations in one json file, each operation will
appear as “command” when reviewing json file in text editor (see example of such json
below). Operations can be run in GUI one-by-one by changing “Configuration” option
for each action in the drop-down menu. Also, can define one configuration that will run

number of operations one after another.

In the example below there are two DnX operations defined in one json:
“dnxFwDownloader” (IFWI write) and “startover” (reset). Those operations will run
under configuration name “default”, while “downloadfwos” command will also run

under configuration “ifwi_flash”.

"command" : "downloadfuos",

"description™ : "Flashing IFWI",
"flags"™ : "Siflags_dcwnleadfwcs}",
"fw dnx" : "${fw dnx file}",
"fw_image" : "${fw_image file}",
"mandatory” : trume,

®restrict™ : [

"1fw1_flash",
"default"”
1.
=retrcy™ : 2,
"timeout™ : .
"tool™ : "dnxFwDownloader™
},

"conmand" : "SEAZEONSE"

"description™ : "Start Over",
"flags™ : "3{flags_dcwr‘.lu:adfwcs}",
"mandatory™ : true,

wrestrict™ & [

"SLartovsr"”,
Pdefaulc™

1,

Below example demonstrates json with two DnX commands: Device ID and IFWI write
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{ig Simics Console: viper.console.con - Input Enabled

‘ﬁj Intel® Platform Flash Tool 5.8.7.0
| Fie  he
1 o

[c:users\Smice pesktop e _tw.sson
Flash fle: LKF_IFWLjson ¥ | Configuraton: | DevicelD LA -

e

Platform: Intel DX Device
#25\ Hardware:  Intel DnX Davice od on port 7/1 q 5‘3 0% Flashing BIOS
Status: DNx_PW 3 2 d4f7d19df8148deblcasbdfedesad 706

SR <5 oo i son Devcerm) o e et [

: Ready to flash!

INFO  : [Port 7/1] Start flashing the flash configuration with drx_fw start state for d4{7d19df148debfc4gbdfede 544706

: [Port 7/1] Starting flash ...

INFO < [Port 7/1] Running “dnxF ~command " difwos” —flags "0" —fw_dmx "C:\Users\Simics\Desktop\DNXP_0x1.bin” --fiw_image "C:\Users
" command

<
INFO : [Port 7/1] draFwDownloader version 1.0.0.0 (APT: 13.30.0. 7063(DBG)) build time: Thursday March 29th 2018, 08:35:47 UTC
: [Port 7/1] DnX modue version: 30
: + [Port 7/1] Starting DOWNLOADFWOS procedure
04/06/18 00:43:19.624 INFO  : Flash file C:/Users/Simics/Desktop/LKF_IFW1.json [DevicelD] loaded
04/06/18 00:43:19.624 INFO : Ready to flash!

e Select “Flash” tab on the eft panel of the GUI.

e Select the json file using the “Browse” button. The json file validity is then
checked and the flash operation can be started only if the selected flash file is
valid. The details of the loaded flash file are printed in the log area in the
DEBUG log level.

e Once *.json file is selected and it is loaded successfully, under “Configuration”
drop down menu, there are 2 options — “Device ID” and “IFWI write”.

e Select “Device ID” option.

Once configuration option is selected, click on “Start Flash” Tab.

e Onsuccess, Host and Target communication is established and deviceid is
presented.

Intel Confidential
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|C:‘L\S=5\HustEvstzm\De!WD‘UCFJFWL]sm

Flash fie: |LKF_JFWI json * Configuaton: DevieelD X @

Patiorm:  intel DrX Device

< d4f7d 19df8148debfic48bdfi
Wabrass T EnXDovien Commacind o part 7114 VS I
.

DI DX SH:  47d19diE148deblctSbdiedeStd 706

S ———— Dot (oS
: [Port 7Ifk dnxFwDownloader version 1.0.0.0 (APL: 13.30.0.7063(DBG)) bulld time: Thursday March 29th 2018, 08:35:47 UTC A
[Port 7/1] 3

Flags: 0
+ [Port 7/1] Starting ID DEVICE procedure
[Port 7/1] ID DEVICE procedure success
+ [Port 7/1] Response flags: 0 Intel® Platform Flash Tool
: [Port 7/1] OEM platform ID: b0b3087 :
+ [Port 7/1] Unique platform ID: d4f7d 1905 146debfcsBbdfede 54476
[Port 7/1] Image errors: 00 00 00 00 00 00 00 00 00 00 00 00

04/13/18 51.285 INFO : [Port 7/1] Command "dnxFwDownloader --command “ddevice” —flags 0™ succeed

Rl 04/13/18 14:10:51.285 INFO : [Port 7/1] Flach success (duration=00:00:01.507)

Now from configuration drop down menu, select “IFWI Write” option.

Click on “Start Flash” Tab.

This will initiate the IFWI flash process via DnX. (Can also add a command to
reset the target platform after successful IFWI flashing).

C:\sers\ost System Deskiop L KF_IFWLson

Fiach le: | LKF_IFWLjson | Confiuraton: (FWT Wit e @

Plform: ints Drx Daves
dafrd 19cfe aadebfcambaf

552\ fardare: el DoX Dnvin Connected on port 7/1 P }El ISR oo success (Gration: 53
o e On SN SIS sdabictbiedeS S -
C:/lsersost System Desktop/LKE_IFWL son (IFWT Write] ] On-demand fash | lear devices

42.254 INFO. : [Port 7/1] DOWNLOADFWOS procedure mccess
 [Port 7/1] Command *dnawonrioader —cammand “dowrioadfwos” ~Rags 0 ~fw_g
Miasoft.bin” succeed

st 1
04/13/18 14:12:42.312 INFO : [Port /1] Fiash success {duration =00:00:53.966)
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Common error messages
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Error Code

Detail

0x30003 - Device not found

If the DNX device isn't available in the device
manager: Make sure you are following the
correct steps to enter DNX mode, power
cycle your platform since DNX has a five
minutes timeout (you might need to
disconnect the USB cable when power
cycling), check your USB cable is ok and is
connected to the correct ports, check if any
reworks are needed on your platform.

If the DNX device is available in the device
manager, then the API/Tool version and the
DNX driver version used are incompatible.

0x20000007 - Internal system error

This error is caused when using a non-
matching DNX SW and DNX driver. Make
sure you use the latest DNX driver and DNX
SW.

0x30000 - basic_ios::clear

This means there's either a syntax error or
the files given to the command don't exist or
are incorrect.

Error code: 0x80000000 - Media not
present

Boot device chosen by the hard strap is
different from the device issued in the
command. DNX uses the boot device chosen
by the hard strap, make sure strap and
command match.

0x80000008 - Invalid public key

This means your DNX module
(DNXP_0x1.bin) is signed with the wrong
key. Usually this happens when trying to
load the debug signed DNX module on
production platforms. You need to use a
production signed DNX module on

Intel Confidential
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Error Code

Detail

production platforms.

Error code: 0x80000035 - Image and
descriptor mismatch

This happens when trying to flash a SPI IFWI
that has different regions than the IFWI
already flashed on the device. This flow isn't
supported. SPI DNX only supports flashing
IFWIs that have the exact same regions as
the already flashed IFWI.

Error code: 0x80000039 - Invalid regions

This means your DNX IFWI doesn't match
the NVM used. Usually this happens when
hard straps are set to one NVM (e.g. SPI) and
trying to flash an IFWI that is for a different
NVM (e.g. UFS).

Error code: 0x8000003a - Unsupported
storage device

Flash initialization failed. Check that your
flash is connected properly to your platform,
all the hard straps are set correctly and you
have all the needed reworks.

Error code: 0x80000043 - Invalid image
layout

This means that the DNX IFWI you are trying
to flash has an invalid layout. This happens
when using a DNX module that supports a
new DNX IFWI layout and trying to flash a
DNX IFWI with an older layout. If you see
this error - match the versions of Intel® FIT
used to generate the DNX IFWI and the DNX
module.

Error code: 0x80000045 - No DNX ifwi key
in oem key manifest

This means that the DNX IFWI created
doesn't support DNX since it misses the DNX
IFWI usage in the OEM key manifest. The
DNX IFWI usage needs to be added to the
OEM key manifest in the IFWI.
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Error Code

Detail

0x80000058

Global reset is required to initialize the NVM
before operations requiring knowledge of
the layout (read/write/erase token) can be
executed

0x80000001

Executed command is not supported on this
boot media

Intel Confidential
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